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Ms Maury Pasquier, Chairperson of the Social, Health and Family Affairs Committee, opened the meeting and
welcomed members and experts. She reminded all participants that the work on “child pornography” was
undertaken in close relation with the Council of Europe ONE in FIVE Campaign to stop sexual violence against
children. She also pointed out that the long title of this report resulted from a Bureau decision to merge two
motions into one single reference, and that it would be revised.

The Chairperson then gave the floor to the rapporteur, Mr Conde, for a brief introduction to the hearing.

Mr Conde announced his intention to propose a definite title for his report at a later stage, once the various
facets of the issue had been examined. He insisted on the utmost importance of fighting sexual violence, and
pointed out that the Council of Europe Convention on the Protection of Children against Sexual Exploitation
and Sexual Abuse (“Lanzarote Convention”) already covered the issue. He then briefly introduced the three
experts and the specific contributions expected of them. He highlighted the crucial issue of website “blocking”,
highly contested at European and national levels, as an interim measure of hindering access to pornographic
websites containing child abuse images in the absence of a total removal from the web. He informed members
that he was in favour of any measure that could ensure that child abuse images, once identified, could no
longer be viewed. However, he wished to take a balanced approach by closely examining the arguments of
those against such measures so as to create a strong basis for the final text to be adopted by the Assembly.

Mr Canalda, Ombudsman for Children of the Community (regional government) of Madrid, expressed his
gratitude for this opportunity to outline his proposals with regard to the protection of children’s rights, and
qualified the Council of Europe as one of the pioneering international bodies in this field. He referred to the
Convention on Cybercrime, the “Lanzarote Convention” and the regular meetings organised by the Council for
European child protection bodies (Ombudsmen / ENOC network) as some of the milestones of child protection
mechanisms in Europe.

His own office had been strongly in favour of Spain’s endorsement of the “Lanzarote Convention” and had
made relevant recommendations to the Spanish Ministry of Justice before the Convention was ratified by the
Parliament in August 2010. Many of the principles of the Convention had already been used to formulate
proposals for amending the Spanish Criminal Code to better protect children from offences against sexual
freedom and indemnity. Thus, the new substantive criminal law includes the criminalisation of child grooming
through information and communication technologies (ICT). This also includes the intentional proposal of an
adult to meet a child for the purpose of producing child pornography where this proposal is followed by concrete
action leading to such a meeting.

* Declassified by the Committee on 19 May 2011.
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For Mr Canalda it was clear that our global society could not function without ICT which provide countless
advantages, however, one must not forget about their “dark side”. Global issues such as the violation of
children’s rights through the Internet call for global solutions and should be made a political priority in every
country.

For Mr Canalda, other issues of child protection against unsuitable Internet content, were the ones of “cyber
bullying” and “cyber stalking”, as well as the increasing use of “pro-ana” (pro-anorexic) and “pro-mia” (pro-
bolemic) websites. Via the “pro-ana” and “pro-mia” sites, users can exchange messages on diets which are not
based on proven scientific evidence and give advice on how to hide eating disorders from their families. His
office was currently undertaking various activities to have such content removed from the Internet and to
increase legal penalties for any action that contributes to eating disorders in children. This example, which was
not directly linked to the subject of the present hearing, nevertheless illustrated how important it was to involve
families in the proper use of communication technologies and provide them with support in this respect.

As regards the sexual exploitation of children in general, Mr Canalda referred to two proposals made by his
office: to criminalise the glorification of paedophilia in the Spanish Criminal Code and to adapt the Spanish
procedural system to ensure that child pornography investigations can be conducted with full legal safeguards,
including by undercover agents wherever required. For him, the anonymity of the Internet removed all social
barriers and taboos, creating the ideal setting for committing offences and, at the same time, provided
structures which made prosecution extremely difficult. For each child abuse image produced, it could be
expected that thousands or millions of offences related to their distribution were committed. The online
distribution of child abuse images therefore exponentially multiplied the number of offences against the sexual
indemnity of child victims.

A reinforcement of penal codes could be undertaken by introducing or increasing penalties against any conduct
which may incite the sexual exploitation of children. In this respect Mr Canalda underlined that his office fully
supported the proposal of a directive of the European Parliament and Council on combating the sexual abuse,
sexual exploitation of children and child pornography as well as the opinion of the European Economic and
Social Committee on this directive, commenting that “child pornography cannot be construed as the expression
of an opinion” and that “the directive must prevent child abuse materials in any medium and in any form”
(including non-visual child sex abuse material).

Mr Canalda reported that the Spanish Criminal Code classified child corruption for sexual purposes under two
types of unlawful conduct: 1) offences concerning the participation of children in pornographic performances,
such as for the production of child pornography, and 2) offences concerning the possession and distribution of
such material. Although the conduct in the first category was more serious, one had to keep in mind that the
possession of child pornography is not only the first step towards child corruption but also the main driving force
behind this type of conduct since the massive demand for child pornography would undoubtedly fuel its
production. In this respect, it was of utmost importance to provide law enforcement agencies with up-to-date
mechanisms and tools to prosecute relevant offences. In order to infiltrate organised criminal groups who are at
the origin of the majority of child abuse images, the use of specialised undercover agents is often required. This
is due to the fact that many pornographic sites can only be accessed through personal and direct relationships.
However, the efficiency and effectiveness of undercover agents would be severely restricted without legal
coverage, due to the fact that such agents needed to be provided with child abuse images themselves. Future
amendments to national legislation made in this respect should notably include 1) the redefinition of criminal
organisations concerned and 2) the relevant scope of intervention of an undercover agent provided that the
proportionality, appropriateness and need for such a measure are duly justified.

Ms Cristiana De Paoli, Head of Unit “Children and New Media” of Save the Children ltalia, gave an
overview of the child’s rights protection perspective in this matter. She admitted that the Internet provided
plenty of learning and socialising opportunities for children, but also generated new forms of abuse which are
particularly harmful and which her organisation had been combating since the mid 1990s. According to her,
the sexual exploitation of children for the production of child pornography would continue if the circulation of
of child sexual abuse images via the Internet was not more strongly controlled and if the identification and
protection of victims was not enhanced. Much progress had been made at national and European levels in
this respect, but initiatives remained fragmented and were not part of a comprehensive and efficient
approach.
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Ms De Paoli qualified the “Lanzarote Convention” as an important reference point for developing up-to-date
legal frameworks and international co-operation, and welcomed its holistic approach. She particularly
insisted on the importance of developing specific legislation on online grooming, as provided by the
“Lanzarote Convention”, given that the illegality of the grooming process was currently not covered by many
national laws. Even without a “real life” meeting between an abuser and a child, online sexual activities could
be very damaging to a child. However, interventions concerning sexually aggressive children under 18 who
abuse others through the Internet, should be carried out through child protection systems and not criminal
procedures.

Referring to the notion of “child pornography”, Ms De Paoli said that Save the Children preferred the use of
the terms “child abuse images” or “material”, given that the word “pornography” implied an element of
consent and minimised the seriousness of offenders’ acts when looking at such pictures. Generally, the
circulation of child abuse images (i.e. visual representations of a child being abused) on the Internet
massively increased in recent years, and the Internet has made room — alongside amateur and non-profit
productions - for the production and distribution of images by members of organised crime for financial gain.
The International Association of Internet Hotlines (INHOPE), in its 2010 Annual report, noted over 24 000
reports of child abuse material processed, specifying that 71% of children were pre-pubescent, 25% were
pubescent and 4% were infants, and further that 77% of the victims were girls, 11% were boys and 12% of
the images involved both genders. INHOPE moreover indicated that 78% of websites reported were non-
commercial and 22% were commercially based i.e. requiring payment of some form. The expert insisted that
the phenomenon was both of local and global nature: victims are real and abuse takes place within our local
communities while images can potentially be viewed by anyone in the world. To tackle the problem
effectively, both dimensions needed to be taken into account.

Ms De Paoli pointed to the great differences between national laws regarding the legality of certain acts and
resulting penalties, which could lead to loopholes being exploited by producers, distributors and collectors of
child abuse images. There was an urgent need for more consistency, common legal frameworks and co-
coordinated international action. A 2010 study by the International Centre for Missing and Exploited Children
(ICMEC) showed that of 196 countries analysed, 89 had no legislation at all that specifically addressed child
abuse material, and of those who did, 33 did not criminalise possession of child pornography regardless of
intent to distribute, whilst 52 did not even legally define child pornography.

The expert made clear that, without any doubt, the best way to prevent child abuse images being circulated
on the Internet was to prevent or to stop child abuse in the first place. Once discovered, any child abuse
images should be removed from public view as swiftly as possible, ideally by deleting the material at source.
This should then be linked to an immediate investigation aimed at identifying the victims, protecting them
from further abuse and determining and prosecuting those responsible for producing and distributing the
material. However, where deletion at source was not possible in the short term, the “blocking” of websites
could be an important complementary measure to help prevent the re-victimisation of victims, to prevent
accidental access to illegal and harmful content by the public, to prevent the risks of creating new child
abusers, to reduce the customer base of these illegal websites with the assistance of Internet Service
Providers (ISP) and to disrupt the commercial trade of child abuse material.

Ms De Paoli explained that there were different ways of distributing child abuse images: through file sharing
within peer2peer networks (a method that has increased rapidly in recent years), through newsgroups,
through public and free image sharing sites or commercially via pay websites. Only a few child victims have
been identified to date, as one can see with Interpol’s database of more than 600 000 individual images, out
of which only 1 453 of the children pictured (in 36 countries) have be identified and ensured protection. Law
enforcement agencies therefore need to be provided with an adequate legal framework, resources and
technical tools to improve cross-border cooperation, and be prepared to deal with new trends that are
continuously emerging.

In this respect, Ms De Paoli was particularly concerned about the current negotiations around the directive
being processed by European Union bodies. The draft text included a large number of articles that are
extremely positive in the fight against sexual exploitation of children. However, the question of “website
blocking” was still contested between the Commission and the Council on the one hand, and the Committee
on Civil Liberties, Justice and Home Affairs of the European Parliament on the other. They have not yet
agreed if “blocking” should be defined as a mandatory or a voluntary measure by national legislation.
According to Interpol and child’s rights agencies, the failure to make it a mandatory measure would represent
a huge step back in the fight to protect children from being depicted in abuse images distributed through the
Internet.
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Ms De Paoli finally reminded members that the best interests of the child should be the primary
consideration in all action taken against these appalling crimes, including the way of dealing with child
victims who were entitled to special protection measures. She particularly supported the provisions of the
“Lanzarote Convention” that required multi-disciplinary systems for child protection in each state party to the
Convention. Important tools were public education and prevention programmes, sex offender management
systems and treatment facilities for those wishing to address their paedophile dispositions.

Mr Frédéric Malon, Chief superintendent, Head of the Central Office for the Prevention of Violence against
Individuals (OCRPV) of the Central Directorate of the Criminal Investigation Department in France, outlined
how the phenomenon of “child pornography” was taken into account by the French legislation and police
forces. He gave a detailed presentation of the existing legal framework, which extensively covered the
production, distribution and regular consultation of child abuse images, and has included an article concerning
“grooming” offences since 2007. Law enforcement agencies in France are mainly structured into territorial and
central services, such as his own office, but also the central office to combat cyber criminality and the
documentation centre of the national “gendarmerie” which ensures regular monitoring of “peer to peer”
networks. There were four main angles by which child abuse images could be tackled: 1) the authors of such
images, 2) the websites hosting images, 3) the images themselves, and 4) the financial flows generated by
commercial websites.

Regarding the authors of paedo-pornographic offences, it is of utmost importance that police forces are in a
position to trace the connection to certain websites, through limited access to Internet Protocol (IP)
addresses (equivalent to telephone numbers), in order to identify computers through which this was
undertaken as well as their users. Any suspects would then have to be investigated thoroughly, not only
concerning the computer equipment used but also their homes and personal environment in order to verify if
the person was a consumer of child abuse images or a sexual abuser himself (or inclined to become one).
Investigations could start off by dismantling paedo-pornographic sites and identifying Internet users
connecting to them, by reports of other Internet users, by incidental identification of sites containing child
abuse material (for example in the course of an ongoing investigation), or through specially dedicated
monitoring mechanisms or cyber-patrols. The denunciation of users in France was often done through the
website https://www.internet-signalement.gouv.fr hosted by the Central Office to Combat Offences linked to
Information and Communication Technologies (OCLCTIC).

Mr Malon’s office was notably in charge of centralising information regarding identified websites and of
informing the country of origin (very often the USA, Russia, Panama, South Korea or Turkey) in order to
encourage the country concerned to take the measures required to remove websites and investigate and
prosecute those responsible. In the light of the short life-time of certain websites, rapid reaction of law
enforcement agencies was extremely important and could, in some cases, even allow for preventive action.
A French law adopted by the parliament in March 2011 legally obliges Internet service providers to
immediately block access to paedo-pornographic websites once they have been identified and “black-listed”
by police forces. While waiting for the application decree, the OCLCTIC was provisionally in charge of
constituting and regularly updating the relevant “black-list”.

Mr Malon recalled that behind each child abuse image, there was at least one child victim of abuse and at
least one author of this abuse. It is estimated that several million images are currently circulating on the
Internet. The Interpol database (based in Lyon) contains about 650 000 images, and constitutes a major tool
for international co-operation aimed at identifying child victims. The OCRPV had direct access to the Interpol
database which clearly facilitates the task of identifying victims and authors. It is estimated that about 850
victims had been identified world-wide, 95 of which in France. Although most of the images seemed to come
from foreign countries, it was very important to continue the development of national tools against paedo-
pornography, notably with a view to offences where the suspect was not the producer of images, but distributed
or consumed them.

According to Mr Malon, the issue of financial flows was an angle which had not yet been fully exploited in
France. Relevant measures were notably aimed at following the chain of financial flows to identify the final
beneficiaries, very often highly structured criminal organisations. American specialists estimate the benefits
generated by paedo-pornographic commerce at 21 billion dollars in 2006. The issue is currently the object of
the European Financial Coalition (EFC) project initiated by Italy and the United Kingdom, with the support of
Interpol and the European Union, and in close co-operation with online payment companies (Western Union,
Via, Paypal, etc.), Internet professionals (Microsoft, Google, etc.) and ONGs in which France participated
actively through OCRPV and national “gendarmerie”. The main difficulty in identifying financial flows is that
they are transferred across borders often ending in “fiscal paradise destinations” and that they are extremely
rapid and difficult to follow.
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Concluding his presentation, Mr Malon insisted on the fact that the technologies available to combat sexual
violence of children also had to evolve alongside with the development of new offences and that investigators
needed to be trained appropriately. France has achieved relatively positive results regarding the identification of
paedo-pornographic websites, but had to deploy yet more efficient action in order to reach the authors of child
abuse images. All means of international co-operation aimed at prevention, including with NGOs (such as
Missing Children Europe) and technological solutions available, such as “website blocking”, need to be
employed to protect children against “child pornography”. It should finally not be forgotten that crimes related to
“sex tourism” are often linked to the "child pornography” offences.

The Chairperson thanked the experts for their most interesting presentations and the multitude of information
provided, and opened the floor for discussion.

Mr Volonté reminded members that, even when looking at the issue from a technical and political viewpoint,
one should never forget that we are speaking about young children who had been sexually abused. He is
regularly in contact with an ltalian association which cooperates closely with Interpol and has been able to
identify many websites every year, leading to concrete action and arrests. He was shocked by the high level of
profits estimated by US sources, and added that profits were notably made in developed countries (such as
Italy, Germany, Russia or the United Kingdom). In asking the experts to help the Committee elaborate practical
recommendations, he questioned what kind of legislation national parliaments should adopt, how financial flows
could be seized and how children could be better identified, protected and freed from the vicious circles linked
to paedo-pornography.

Mr Conde thanked the experts for their commitment to human rights and outstanding contributions which he
would take into account for his report, the preparation of which he considered not too difficult given that all
parties involved in the debate shared the common goal of protecting children against appalling crimes linked to
child abuse images. Regarding the contested issue of “website blocking”, he stated that he was in favour of
such far-reaching measures but would be interested to hear any opposing views in order to take them into
account for his report.

Ms Goryacheva questioned whether sex offenders and consumers of child abuse images should not be listed
and made public with a view to punishing them and preventing future offences.

Mr Spautz pointed out that the lack of European coherence and the variety of national legislations was a real
problem. He wondered if the central reference for legal action should be the hosting country of websites or the
residence country of Internet users, and was in favour of an international penal law addressing these issues.

The Chairperson supported the point made by Mr Spautz and asked Mr Canalda about his view on the added
value of the function of an Ombudsman for Children ; was this a “good practice” to be recommended to other
countries ?

Mr Canalda referred to the extensive ENOC network regrouping all Ombudsmen for Children / Child Mediators,
proving that this function already existed in many countries, as well as to its past and current activities. He was
clearly in favour of international co-operation as well as “website blocking”. He explained that co-operation was
sometimes not easy within a country, quoting the example of Spain where sex offenders registers were placed
under the responsibility of regional governments.

Ms De Paoli once again insisted on the importance of comprehensive national prevention strategies to be
supervised by one authority, ideally a multi-disciplinary task force allowing for the follow up the case of each
child concerned individually.

Mr Malon further insisted on the difficulties linked to the identification and dismantling of workshops where child
abuse images where produced, specifying that child abusers typically come from richer countries and would
abuse of children in poorer countries. Judicial co-operation usually comes along with lengthy procedures and
has not always proved to be an efficient tool. He specified that “website blocking” could only be a partial
solution but that more and more countries adhered to it nowadays. From his point of view, both sanctions
related to paedo-pornographic offences and medical and psychological assistance to victims were to be
reinforced, including in France. Psychological training of investigators was mandatory in France and generally
comprised two individual consultations and one collective consultation per year, as well as thorough
psychological screening of staff during recruitment processes (to avoid recruitment of paedophiles). In order to
minimise the reoffending rate, more preventive psychological intervention with offenders was required.
According to French experience, victims could be efficiently protected through specialised public prosecutors,
psychological follow-up and, in some cases, immediate removal of children from their personal environment.
There was a sex offenders register containing names of 54 000 offenders in France (on 65 million inhabitants),
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but it was not accessible to the public. At legislative level, a harmonisation of international legislation seemed to
be more easy to put in place than a new international penal code.

The Chairperson highlighted the very interesting aspect of pathological behaviour of offenders as one element
of prevention strategies and suggested that it be taken into account for the report. However, in reply to Ms
Goryacheva’s contribution she mentioned that the Committee had already expressed that it was not in favour of
public sex offenders’ registers in the framework of an opinion prepared by Ms McCafferty in 2010 concerning
the a draft resolution on “Reinforcing measures against sex offenders (Resolution 1733 (2010)). Punishing sex
offenders for alife-time should be avoided, notably those who are still minors when the offence is committed.

The Chairperson closed the hearing by thanking all participants and in particular the experts for their most
useful contributions and efforts in this meeting.
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Mr / M. Wojciech SAWICKI, Secretary General / Secrétaire général

Mr / M. Mark NEVILLE, Head of Department / Chef de Département

Ms / Mme Micaela CATALANO, PACE communication / Communication de 'APCE

Social, Health and Family Affairs Committee / Commission des questions sociales, de la santé et de
la famille

Ms / Mme KLEINSORGE, Head of the Secretariat / Chef du Secrétariat

Ms / Mme LAMBRECHT-FEIGL, Secretary to the Committee / Secrétaire de la commission
Ms / Mme GARABAGIU, Secretary to the Committee / Secrétaire de la commission

Ms / Mme BARTHEL, Principal Assistant / Assistante principale
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